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Agenda

• Welcome and Introductions
• Presentations
• Q&A Session With Presenters 
• Instructions for Obtaining CME Credits

Note: After today’s Webinar, a copy of the slides 
will be emailed to all participants.
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AHRQ’s Mission

To produce evidence to make health care safer, 
higher quality, more accessible, equitable, and 
affordable, and work within the U.S. Department of 
Health and Human Services and with other 
partners to make sure that the evidence is 
understood and used.
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How AHRQ Makes a Difference

• AHRQ invests in research and evidence to 
understand how to make health care safer and 
improve quality.

• AHRQ creates materials to teach and train 
health care systems and professionals to 
catalyze improvements in care.

• AHRQ generates measures and data used to 
track and improve performance and evaluate 
progress of the U.S. health system.
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AHRQ Health IT Funding

Apply now for Research Demonstration and Dissemination 
Projects in clinical decision support: 

o Scale and spread of existing clinical decision support for patient-
centered outcomes research http://grants.nih.gov/grants/guide/pa-
files/PA-16-283.html

o Develop new clinical decision support for patient-centered outcomes 
research http://grants.nih.gov/grants/guide/pa-files/PA-16-282.html

The Division of Health IT is actively seeking R03, R21, R18, 
and R01 applications to study: 

o Design, implementation, usability, and safe use of health IT 
http://grants.nih.gov/grants/guide/notice-files/NOT-HS-16-009.html

o Use of health IT for patient-reported outcomes to improve quality 
http://grants.nih.gov/grants/guide/notice-files/NOT-HS-16-015.html
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Presenters and Moderator 
Disclosures

The following presenters and moderator have no financial 
interests to disclose:

• Jason Adelman, M.D., M.S. 
• Edwin Lomotan, M.D.

Dr. Classen would like to disclose that he is an 
employee/stockholder of Pascalmetrics, and he is a consultant to 
Mentice, Phillips, and Health Catalyst.

This continuing education activity is managed and accredited by 
the Professional Education Services Group (PESG), in 
cooperation with AHRQ, AFYA, and RTI.

PESG, AHRQ, AFYA, and RTI staff have no financial interests to 
disclose.

Commercial support was not received for this activity.
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How To Submit a Question

• At any time during the 
presentation, type your 
question into the “Q&A” 
section of your WebEx 
Q&A panel.

• Please address your 
questions to 
“All Panelists” in the 
drop-down menu.

• Select “Send” to submit 
your question to the 
moderator.

• Questions will be read 
aloud by the moderator.
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Learning Objectives

At the conclusion of this activity, the participant will be able to 
do the following:
1. Discuss the use of a computerized provider order entry 

(CPOE) evaluation tool to self-assess an inpatient 
electronic health record (EHR) system for safety 
performance and planned refinements that aim to improve 
the tool.

2. Describe the potential risk of providers placing orders in 
the wrong patient’s record when multiple patient records 
are open at once in an EHR system.
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Using a CPOE/EHR Evaluation Tool 
to Evaluate Your Clinical System

David Classen, M.D., M.S.
Associate Professor of Medicine, 

University of Utah
CMIO, PascalMetrics
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Overview

• Safety and EHRs, in general
o Examples of problems

• Using a CPOE/EHR tool to assess the safety of 
your system

• Overarching points
o Lessons learned
o Successes
o Challenges
o Recommendations

• Conclusions
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Backdrop

• Literature suggests that health IT clearly appears to 
improve safety overall.
 Many studies strongly support the benefits.1,2

 However, literature provides multiple anecdotes of new health IT 
safety risks.

• The magnitude of harm and impact of health IT on 
patient safety is uncertain:
 Heterogeneous nature of health IT
 Diverse clinical environments, workflow
 Limited evidence in the literature

• FDA has had authority to regulate health IT but has 
not done so except in limited ways—authority limited 
to health IT that meets the definition of a “medical 
device.”

11
1) Bates and Gawande, NEJM 2003
2) Health IT and Patient Safety: Building Safer Systems for Better Care



Examples of Problems Associated 
With Health IT

• Mortality rate increased from 2.8% to 6.3% (OR=3.3) in 
children transferred in for special care after introduction of a 
commercial CPOE application.1

• “Flight simulator” of CPOE across 63 hospital EHRs detected 
only 53% of medication orders which would have been fatal.2

• Clear problem of providers writing electronic orders on the 
wrong patient because they don’t realize what record they are 
in.3

• A sensor attached to an asthma rescue inhaler records the 
location where the rescue medication is used but not the time. 
When the information is uploaded to a computer the time of 
the upload, not the time of the medication use, is recorded.

• When even serious safety-related issues with software occur, 
no central place to report them to, and they do not generally 
get aggregated at a national level.4

121) Han, Pediatrics 2005; 2) Metzger, Health Affairs 2010; 3) Adelman et al., JAMIA 2013 ; 4) Institute of Medicine, 
Health IT and Patient Safety: Building Safer Systems for Better Care, 2011



University of Pennsylvania: 
Unintended Consequences

• Koppel, et al. (2005) evaluated on a 
commercial CPOE application at U Penn, 
asking users about their impressions about the 
system.1
o Found many situations in which “a leading CPOE 

system facilitated medication error risks.”
o Often took many screens to do things.
o Needed views were not available.

• Others, including Joan Ash and Dean Sittig, 
have also reported on this.

1. Koppel, JAMA, 2005
13



Issues With the Koppel Study

• Didn’t count errors or adverse events.
• Inaccurately states that other studies focused 

only on advantages.
• CPOE application studied was an old one.
• Nonetheless, paper stimulated valuable debate 

and identified key points:
o Need change systems after implementation.
o Software alone is insufficient.

Bates DW, J Biomed Inform 2005 14



FDASIA Recommendations

• Substantial additional regulation of health IT beyond 
what is currently in place is not needed and would not be 
helpful (should be Class 0), except for:
o Medical device data systems (MDDS)
o Medical device accessories
o Certain forms of high-risk clinical decision support
o Higher risk software use cases
 For the regulated software, it will be important for the FDA to improve the 

regulatory system to accommodate the characteristics that make software 
development, distribution, and use different from physical devices.

• New risk framework(s) should support re-evaluation of 
what is currently regulated as well as new health IT.
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Ensuring the Safe Performance of 
Electronic Health Records



History of the Assessment Tool

• 2003–2007
o Initial development funded by Robert Wood Johnson Foundation, 

the California HealthCare Foundation, and the Agency for 
Healthcare Research and Quality (AHRQ)

o Original development team included Jane Metzger, Emily 
Welebob, Peter Kilbridge, David Bates, David Classen

o Multiple testing at more than 25 hospitals
• 2008

o Released with some development/changes implemented
o Incorporated into the Leapfrog Annual Safe Practices Survey

• 2011
o Updated platform and content

• 2016
o Used by over 1,400 hospitals in the United States
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• 43% relative reduction for every 5% increase in 
Leapfrog score (p=0.01)

• Four fewer preventable adverse drug events 
(ADEs)/100 admissions for every 5% increase in 
score

18
Leung et al., JAMIA 2013



Assessment Tool

• Web-based, self-assessment tool completed in 
4-6 hours
o Download instructions, test patient profiles, orders, 

and observation sheets
o Enter orders into CPOE/EHR system and record 

decision support
o Post results into the assessment tool 

• Immediate feedback
o Overall summary score 
o Individual domain scores
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The primary purpose of the evaluation is to evaluate CPOE/EHR clinical 
decision support as implemented, testing specifically the ability of the 
system to assist in avoiding medication-related adverse events originating in 
orders for hospitalized patients. 
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The Assessment Methodology

Simulations of EHR Use With CPOE
The assessment pairs medication orders that would cause a serious adverse drug event with 
a fictitious patient.
A physician enters the order …

Patient
AB

Female
52 years old
Weighs 60 kg
Allergy to morphine
Normal creatinine and observes and records the type of CDS-generated advice that is 

given (if any).

Coumadin (Warfarin) 5 mg po three times a day.



Assessment Tool Screen 

Print patient descriptions
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Assessment Tool Screen
Print order descriptions, enter order, and note result

23



Assessment Tool Screen
Print results and sign out
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Test Order Domains
Order Category Description

Therapeutic duplication Medication with therapeutic overlap with new or current medication
Drug-dose (single) Specified dose that exceeds recommended dose ranges for single dose

Drug-dose (daily) Specified dose that exceeds recommended dose ranges for single dose

Drug-allergy Medication for which a patient allergy has been documented

Drug-route Specified route is not appropriate 

Drug-drug Medication that results in potentially dangerous interaction when 
administered in combination with another new or current medication

Drug-diagnosis Medication contraindicated based on electronically documented diagnosis 

Drug-age Medication contraindicated based on electronically documented patient age
Drug-renal Medication contraindicated or requires dose adjustment based on patient 

renal status as indicated in laboratory test results 
Drug-lab Medication contraindicated or requires dose adjustment based on patient 

metabolic status (other than renal) as indicated in laboratory test results 
Monitoring Medication requires an associated order for monitoring to meet the 

standard of care
Nuisance Medication order triggers advice or information that physicians consider 

invalid or clinically insignificant 
Deception Used to detect testing irregularities 25
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Safe EHRs Project

• Funded by AHRQ
o Five years: 9/1/14 – 8/31/19
o Investigators: David Bates and David Classen

• Project  Aims
o Aim 1: Evaluate national experience
o Aim 2: Update the test
o Aim 3: Develop new capabilities and domains
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Aim 1: Evaluate National 
Experience

• Retrospective analysis of existing tool in years
1-3
o Overall scores of over 800 hospitals
o Individual scores for each domain
o Detailed analysis on cohort of 176 hospitals taking test 

at least once a year 2009–2016
• Findings will inform Aim 2 and 3  
• Evaluation of enhanced tool in years 4-5
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Aim 2: Update the 
Existing Test

• Technical evaluation of platform
• Enhancements

o Update based on current EHR versions of leading 
vendors

o Latest formularies, labs, procedures
o Update platform to share info on test results with 

vendors and Patient Safety Organizations (PSOs)
• Usability of assessment tool
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Aim 3: Enhanced Test

• New Domains
o Central line infection prevention
o Deep vein thrombosis (DVT) prevention
o Reduce overuse of meds, labs, diagnostic test

• New Capabilities
o Usability testing (i-MeDeSA) of clinical decision 

support
o Novel testing for health IT-related errors—Jason 

Adelman Tool
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NEXT STEPS in The Assessment Methodology

NEW CATEGORIES

Order Category Description Example 

CHOOSING WISELY INAPPROPRIATE ORDERING OF ORDERING OF VIT D 
MEDICATIONS, LABORATORY TESTS, LEVELS IN LOW-RISK 
RADIOLOGIC TESTS PATIENTS

PREVENTION OF APPROPRIATE ORDERING OF 
INTERVENTIONS TO PREVENT HOSPITAL 
COMPLICATIONS -- CLABSI OR DVT

ORDERING OF 
APPROPRIATE 
INTERVENTIONS FOR 
PATIENTS WITH CENTRAL 
LINES IN PLACE

COMMON HOSPITAL 
COMPLICATIONS

USABILITY OF 
CLINICAL DECISION 
SUPPORT

EVALUATION OF USABILITY OF COMMON 
DECISION SUPPORT CAPABILITY

USE OF THE IMEDESA 
TOOL

EHR ERROR 
DETECTION

EVALUATION OF COMMON EHR ERRORS USE OF THE ORDER 
REORDER RETRACT 
TOOL (Jason Adelman)



Lessons Learned

• Hard to keep up with what therapies are current.
• Many ways to deliver decision support.
• Many hospitals didn’t have a good sense of 

where they were.
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Successes

• Hospitals that have taken the test have improved 
a lot! 

• Test has improved greatly with feedback from 
the broader community.

• New test is a complete rewrite; will eventually 
cover new areas.

• More hospitals take the test every year.
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Challenges

• Many vendors don’t make it easy to set up test 
patients with real lab data.

• Because there are many ways to deliver 
decision support, hard to give people credit for 
everything.

• Takes time to take the test.
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Recommendations

• Sign up to take the test!
• Provide feedback about how to make it better.
• When finding things that are broken, fix them.

o Especially potentially fatal errors
• Take the test regularly, because even if scoring 

well, things can break.
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Conclusions

• When buying an EHR, it typically comes with 
little or no decision support.

• There is huge variation among hospitals as to 
what is actually operationally implemented.

• It’s good to spot check, because things can 
break and often do with upgrades!

• Hospitals that perform better on the test have 
lower ADE rates.
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Contact Information

David Classen
david.classen@pascalmetrics.com
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Wrong Patient Errors

Jason Adelman, M.D., M.S.
Chief Patient Safety Officer

Associate Chief Quality Officer
Columbia University Medical Center
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Wrong Patient Errors: An Old 
Problem
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Case Report

Mrs. X
• Mrs. X, an 87-year-old female with a history of 

hypertension, COPD, CAD, and hypothyroidism was 
admitted to a telemetry unit with the diagnoses of 
rapid atrial fibrillation and bronchitis. 

• The day after admission, a Medicine resident 
(PGY I) accidentally placed an order for Methadone 
70mg for Mrs. X, which he meant to order for 
another patient.

• Both patients were on the resident’s hotlist in the 
EHR.
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Case Report

Mrs. X
• A pharmacist signed off on the Methadone order, and 

later that day a nurse-in-training, who was working under 
the supervision of an experienced nurse, administered 
the medication.

• Several hours later, Mrs. X was observed to be restless 
and complaining of being hot and nauseated.

• Shortly thereafter, Mrs. X was found unresponsive, 
pulseless, and with blue extremities.  A code was called.  
She was intubated and transferred to the MICU.
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Outline Slide

• What we know about wrong patient errors
• Voluntary reporting of errors
• Automated detection of errors
• Research on detecting wrong patient errors
• Research on preventing wrong patient errors
• Future Health IT Safety Measures
• Summary
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Outline Slide

• What we know about wrong patient errors
• Voluntary reporting of errors
• Automated detection of errors
• Research on detecting wrong patient errors
• Research on preventing wrong patient errors
• Future Health IT Safety Measures
• Summary
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What We Knew 
Prior to Our Research

• Case reports
• Expert opinion
• Voluntary reporting
• Chart review
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What We Knew 
Prior to Our Research

(Case Report)

48



What We Knew 
Prior to Our Research

(Expert Opinion)
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What We Knew 
Prior to Our Research

50

(Chart Review)
Medication Errors and Near Misses in Pediatric Inpatients

Charts reviewed of 1120 patients.
JAMA 2001;285:2114-2120



What We Knew 
Prior to Our Research

(Voluntary Reporting)
MEDMARX

120 Facilities Voluntary Reported  
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Cause of Wrong-Patient Errors
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Outline Slide

• What we know about wrong patient errors
• Voluntary reporting of errors
• Automated detection of errors
• Research on detecting wrong patient errors
• Research on preventing wrong patient errors
• Future Health IT Safety Measures
• Summary
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Wrong Patient Errors: An Old 
Problem 
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Voluntary Reported Errors

Health Affairs, 2011

Classen DC, Resar R, Griffin F, Federico F, Frankel T, Kimmel N, Whittington JC, Frankel A, Seger A, 
James BC. “Global trigger tool” shows that adverse events in hospitals may be ten times greater than 
previously measured. Health Aff (Millwood) 2011;30:581-9.

Chart 
Review

Claims Based 
Identification

Voluntary 
Reporting

Temporary 
Harm

328 30 2

Permanent 22 1 2
Harm
Death 4 4 0
Total 354 35 4
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Outline Slide

• What we know about wrong patient errors
• Voluntary reporting of errors
• Automated detection of errors
• Research on detecting wrong patient errors
• Research on preventing wrong patient errors
• Future Health IT Safety Measures
• Summary
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Automated Error Surveillance
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• Medication orders discontinued (D/C’d) within 2 hours

• 75 physicians interviewed

• 63 of 114 rapidly D/C’d orders were errors (55%)
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• Monitored 36,653 patients over 18 months
• Signals included D/C’d orders, antidotes (i.e., 

Naloxone), and abnormal lab values.
• 731 adverse drug events identified
• Only 9 adverse drug events were voluntarily reported 59
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Outline Slide

• What we know about wrong patient errors
• Voluntary reporting of errors
• Automated detection of errors
• Research on detecting wrong patient errors
• Research on preventing wrong patient errors
• Future Health IT Safety Measures
• Summary
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Wrong-Patient Retract-and-
Reorder Measure
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Wrong-Patient 
Retract-and-Reorder Measure

RESULTS OF RETRACT-AND-REORDER MEASUREMENT TOOL
2009 DATA SET

Data Set Measure
Wrong Patient Near Miss Errors 6,885
Avg. Time From Wrong Patient Order To Retraction 1 minute, 18 seconds
Avg. Time From Retraction To Correct Patient Order 2 minutes, 17 seconds
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Validation of Retract-and-Reorder Tool 
With Near-Real Time Phone Survey

Positive 
Predictive Value

Positive 
Predictive Value

Positive 
Predictive Value

Total 236 PPV
True Positive 170 76.2%
False Positive 53
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Wrong-Patient Retract-and-Reorder Measure
(NQF Measure #2723)

*First Health IT Safety Measure Endorsed by NQF
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Retract-and-Reorder Tool Applied 
to Complete 2009 Data Set

• Measured
o 6,885 retract-and-reorder events in 2009

• Estimated
o 5,246 wrong-patient electronic orders 
o 14 wrong-patient electronic orders per day
o 1 out of 6 providers placed an order on the wrong 

patient.
o 1 of 37 admitted patients had an order placed for them 

that was intended for another patient.
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What We Knew 
Prior to Our Research

(Voluntary Reporting)
MEDMARX

120 Facilities Voluntary Reported  
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Retract-and-Reorder Tool Applied 
to Complete 2009 Data Set
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Retract-and-Reorder Tool Applied 
to Complete 2009 Data Set
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Retract-and-Reorder Tool Applied 
to Complete 2009 Data Set
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Retract-and-Reorder Tool Applied 
to Complete 2009 Data Set

Potential for Harm Potential for Harm Potential for Harm
Life Threatening 166 (2/100,000)
Serious 359 (4/100,000)
Clinically Significant 1,274 (14/100,000)
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Corroborative Research
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Cause of Wrong-Patient Errors

74



Causal Pathways of Wrong-Patient 
Errors

Causal Pathways of 
Wrong-Patient Errors

Causal 
Pathways of 

Wrong-Patient 
Errors

Causal 
Pathways of 

Wrong-Patient 
Errors

Interruption/Distraction 137 80.6%
Juxtaposition 18 10.6%
Other 15 8.8%

75



76



Outline Slide

• What we know about wrong patient errors
• Voluntary reporting of errors
• Automated detection of errors
• Our research on detecting wrong patient errors
• Our research on preventing wrong patient errors
• Future Health IT Safety Measures
• Summary
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Case Report

Mrs. X
Peer review committee: 
“The peer review committee recognized how easy it was for 
the system to allow this error. The checks and balances 
were not effective. Corrective action plans, as outlined by 
the RCA, included the formation of a subcommittee to look 
at what system modifications can be made to prevent 
wrong-patient errors.”
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Proposed Intervention

79

ID-Verify Alert



Proposed Intervention

ID-Re-entry Function
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Screen shot courtesy of    
Robert Green, M.D.

Screen shot courtesy of    
Daniel Brotman, M.D.
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Results

Control ID-Verify Alert ID-Reentry
Function

Providers 1,419 1,352 1,257
Orders 1,173,693 1,038,516 1,069,335
Providers 1,419 1,352 1,257
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Results

• Compared to control, ID-Verify Alert decreased errors by 16%.
• Compared to control, ID-Reentry Function decreased errors 

by 41%.
83
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Sustainability
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0.5 seconds 16% 

2.5 seconds 30% 
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6.6 seconds 41% 



What We Need is a
Multipronged Approach
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Proposed Intervention

ID-Reentry Function
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Wrong Patient Errors 
in 

the NICU
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NICU Data

General
Pediatrics

NICU Multiples

Orders 1,516,152 343,045 63,719
RAR Events 1,136 402 88
RAR Events/100,000 Orders 75 117 138

Multiples compared to Multiples= 1.8
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American Academy of Pediatrics 
Survey

• 335 NICUs responded (37.8% response rate)
• 81.8% of the NICUs reported using a non-distinct naming 

convention. 
• The most common non-distinct naming conventions in use:

o Babyboy/Babygirl (48.5%)

o BB/BG (26.3%)

o Boy/Girl (11.3%) 

o Others: Male/Female, Inf daughter/Inf son, Master/Miss, Fe/Ma, 
M/F, B/G, BBaby/Gbaby, and NBM/NBF.
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Proposed Intervention
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WRONG PATIENT ERRORS 
WHEN MULTIPLE RECORDS ARE 

OPEN AT ONCE
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Assess Risk of Multiple Records 
Open at Once

AHRQ-Funded Study (R21)
1R21HS023704
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CMIO Survey

Max
(3 or More Records)

Hedge 
(2 Records)

Restrict
(1 Record)

Total

Inpatient 38 (41.8%) 16 (17.6%) 37 (40.7%) 91

Outpatient 36 (47.4%) 13 (17.1%) 27 (35.5%) 76

Total 74 (44.3%) 29 (17.4%) 64 (38.3%) 167

• Example comment from a hospital that allowed three or more charts open:
o “The efficiency benefits are such that allowing multiple records open is justified.  There 

are other ways to prevent wrong patient errors.”
• Example comment from a hospital that allowed only one chart open at a 

time:
o “My organization chooses to allow only one EHR open at a time to decrease potential 

wrong-patient errors.  We feel, as do the organizations we polled, that multiple records 
open by the same person is not good practice and is an error waiting to happen.”

• Example comment from a hospital that hedged at two charts open at a time:
o “Two seems to represent the sweet spot between efficiency and safety as long as 

training is present to mitigate the risks.”
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Outline Slide

• What we know about wrong patient errors
• Voluntary reporting of errors
• Automated detection of errors
• Research on detecting wrong patient errors
• Research on preventing wrong patient errors
• Future Health IT Safety Measures
• Summary
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AHRQ-Funded R01 (R01HS024538)
Develop New Health IT Safety Measures
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Outline Slide

• What we know about wrong patient errors
• Voluntary reporting of errors
• Automated detection of errors
• Research on detecting wrong patient errors
• Research on preventing wrong patient errors
• Future Health IT Safety Measures
• Summary
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Take Home Points

1) Wrong patient errors are common.
2) Voluntary reporting greatly underestimates 

actual error rates.
3) Automated tools for identifying errors shows 

great promise.
4) Multiple synergistic interventions will likely be 

needed to truly eliminate the hazard of wrong 
patient errors.

5) More research is needed.
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Case Report

Mrs. X
“Shortly after Mrs. X was intubated, the error was 
discovered.  She was given Narcan 0.4 mg and became 
alert with normal pupils. Her mental status returned to 
baseline, and she was weaned off the ventilator and 
extubated within a few hours of being transferred to the 
MICU. She remained alert and oriented and was 
discharged home two days after the error was made.”
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Contact Information

108

Jason Adelman
jsa2163@cumc.columbia.edu
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How To Submit a Question

• At any time during the
presentation, type your 
question into the “Q&A”
section of your WebEx Q&A 
panel.

• Please address your 
questions to “All Panelists” in 
the drop-down menu.

• Select “Send” to submit your
question to the moderator.

• Questions will be read aloud
by the moderator.
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Obtaining CME/CE Credits

If you would like to receive continuing education 
credit for this activity, please visit

http://hitwebinar.cds.pesgce.com/eindex.php
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