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Tunitas

1) Does the vendor's application include the security features that are required to operate the system securely?  In particular, does the vendor application provide mechanisms to: 

· Identify the users of the system

· Determine what information should legitimately be made available to that user

· Retain an audit log of data access and modification

· Segregate administrative from clinical functions
2) Is the vendor's application certified by the CCHIT?

The Certification Commission for Health Information Technology (CCHIT)  has developed a security standard for EMR systems.  CCHIT certification requires that the vendor implement rudimentary security features that industry consensus determined should be present in all EMR systems. If the application is not CCHIT certified, ask the vendor to demonstrate that it substantially meets the CHHIT standard.  CCHIT test scripts and security scenarios are available online. If the vendor's application fails to satisfy CCHIT's security standard, the vendor should provide the rationale to justify how the CCHIT standard is not relevant or how the vendor otherwise satisfies the requirement with a  "compensating control."

3) Has the vendor applied sufficient controls in its development process to ensure the absence of serious software vulnerabilities?  

A common method to steal data from an information systems is to exploit software vulnerabilities. Such vulnerabilities can be the result of poor design or coding faults.  An EMR vendor should have adopted a methodology and a coding standard that minimizes design errors or coding faults.  Because EMR software complexity, the vendor should use an automated tool to uncover potentially insecure code.

a) What secure development methodology does the vendor use to build and maintain the EMR system?   Some common methodologies are:

· CLASP (Comprehensive, Lightweight Application Security Process) 

· OWASP or (Open Web Application Security Project).  

· Microsoft's Secure Development Lifecycle (or SDL)

· Rational Unified Process (or RUP)


If the vendor has not adopted a 'secure SDLC' , the vendor should be able to list and explain its assumptions about the threat environment in which the system operates.

b) What automated tools are used to identify security vulnerabilities in the application's code?  These tools are provided ether by the vendor or are freely available on the web.  Some commonly used 'open source' tools:

· OWASP Testing Guide
· OWASP Code Review Guide  

· WAPITI Web App Vulnerability Scanner 
Resources for other commercial tools:

· AppScan Security Testing Suite 
· Fortify Code Analysis Tool
· SpyDynamics' QAInspect
Some type of vulnerability identification tool should be used by the vendor, especially if the EMR system requires any type of Internet access in its operations.  

4) How does the vendor manage software fixes released by the underlying platform providers?  An EMR vendor should regularly test the compatibility of its application with patches released by the relevant platform vendor and report to implementers.  If the EMR is incompatible with the platform fix, then the vendor should advise as to the 'workaround' that preserves EMR functionality while eliminating exposure to the consequences of allowing the platform vulnerability to persist.

· Does the vendor regularly test patches, hot fixes, and upgrades to the EMR's underlying operating system?  -Security research regularly uncovers previously unrecognized flaws in operating systems, database management systems, and other application platforms.  If not remediated, these flaws may allow an unauthorized party to breach the security of the application and its data.  

· Does the vendor provide timely advice with respect to each security advisory issued by relevant platform vendors?  

· Does the vendor regression test the EMR system against relevant patches as they are released?  

· When an incompatibility exits between the EMR system and a software fix, what recommendations will the vendor provide you to reduce exposure?  

· How is the EMR vendor's product warranty affected by installation of the platform vendor's patches?

· What determines the EMR vendor's schedule for releasing security fixes?  

5) How does the vendor manage its own personnel who access your EMR system for support purposes? A vendor typically includes support staff access to the EMR system and data in order to permit technical support, update software, diagnose and resolve customer problems.     

· Does the vendor require access to or upload copies of our patient’s records?   How does the vendor ensure that such data is de-identified or appropriately destroyed when the problem is resolved? 

· How is the vendor's staff authenticated by the EMR system?  Is the authentication and access accomplished over a secure channel?  What type of encryption is implemented?

· Does the EMR log all access by the vendor's staff?

· Does the vendor perform background checks on its support staff? 

· How does the vendor limit access to only authorized staff?  What responsibilities, if any, does the EMR owner have?  

The vendor's remote access methods should provide for the unique identification of all vendor staff access to the system via an encrypted channel.  These vendor channels are a 'back door' into the EMR; therefore the vendor should be required to show that the customer is protected from any abusive use of this backdoor.   
